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Executive Summary
The focus of this white paper is the security limitations within Microsoft Office 365, as
well as the overarching security management problems that most organizations face
today. The limitations in the native Office 365 security tools are the result of both
inherent gaps that exist within the platform and the underutilization of some features
that have caused decision makers to not fully address the security implications of key
elements in the platform. Compounding the problem is the use of multiple clouds,
which makes security management difficult – if not completely untenable – given the
common practice of using a unique security solution for each application. The paper
also discusses the results of a primary research survey conducted by Osterman
Research on behalf of Forcepoint.

KEY TAKEAWAYS
•

Office 365 adoption is continuing at a healthy pace; Osterman
Research anticipates that Office 365 will serve more than threequarters of business email users in North America by early 2019.

•

Most organizations express concern about the use of “Shadow IT” in
their environments as many organizations do not have adequate
visibility into the sanctioned and unsanctioned cloud applications that
are used in their environments. One in nine are “extremely” concerned
about it.

•

Despite the rapid rollout of Office 365 and its various elements, many
users are not yet employing all of its capabilities. The result is that
many decision makers are not fully addressing the security implications
of each and every component of Office 365.

•

Our research discovered that there are numerous impediments to the
use of Office 365 in many organizations, most notable of which are the
lack of IT resources required to supports its’ rollout and concerns about
information security.

•

The decision to implement Office 365 is often a top-down decision,
resulting in many decision makers not being fully aware of the specific
security and other capabilities within Office 365 when the platform is
first rolled out.

•

Our research found that information security decision makers are
concerned about a wide range of issues, most notably those focused on
advanced email threats, ransomware, zero-day threats, email fraud
and spearphishing. We anticipate that as Office 365 applications
become more widely adopted, and as other, non-email tools are
adopted, that security concerns will focus more on non-email-related
issues.

•

Although the native security in Office 365 offers a reasonable level of
protection, our research found that most Office 365-enabled
organizations that have adopted third party security solutions consider
them to be better than the native security in Office 365.

•

Today, a plurality of Office 365-enabled organizations use a
combination of native security and third-party solutions. By early 2019,
organizations plan a significant shift away from exclusive use of native
tools, while nearly two-thirds will use a combination of native and third
party solutions.

•

Our research found that use of the native security tools available with
Tier 2 applications is much more common than use of third-party
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security tools for these applications. However, it is important to note
that the security capabilities provided by vendors of these applications
can vary widely in their levels of protection and sophistication.

The Growth of Office 365 Continues
OFFICE 365 IS REPLACING ON-PREMISES EXCHANGE
Microsoft is on a mission to replace deployments of on-premises Exchange with Office
365, and the company has been quite successful in doing so. Osterman Research has
found that while 63 percent of users in mid-sized and large organizations were
equipped with on-premises Exchange in 2015, this fell to below 35 percent in early
2018. As shown in Figure 1, the growth of Office 365 continues at a rapid pace.
Figure 1
Percentage of Corporate Users in Mid-Sized and Large Organizations
Served by Office 365/Exchange Online

Source: Osterman Research, Inc.
Note: Yellow bars are actual survey results; blue line is a trend line

THERE ARE SOME IMPORTANT ISSUES TO CONSIDER

While the penetration of Office 365 continues, there are some important issues that
our research uncovered with regard to how Office 365 is being deployed and,
specifically, impediments to both the growth of Office 365 deployments and use of
specific features within the platform:
•

Many capabilities are underutilized
As shown in Figure 2, our research discovered that the penetration of Office 365
features and functions is growing over time. For example, 63 percent of the
organizations we surveyed have made Exchange Online available to their users,
and this is expected to increase to 76 percent by early 2019. Similarly, each of
the other key elements of Office 365 are also increasing in penetration over time.
However, while many users are being equipped with the various elements of
Office 365, not all of them are actually putting them to use. For example, while
the vast majority of those equipped with Exchange Online are using it, this is not
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the case for other capabilities within Office 365, particularly OneDrive, Teams,
Sway and Yammer. In fact, for each of the Office 365 elements about which we
queried, we discovered that actual use of specific features and functions in Office
365 fell short of the proportion of users to which they had been rolled out.
Figure 2
Percentages of Users with Access and Actually Using Office 365 Capabilities

Source: Osterman Research, Inc.

•

There is inadequate appreciation of security for other apps
It’s important to note that deployment of capabilities outpacing actual use is not
uncommon for many platforms. In the case of Microsoft, this is enabled by the
company’s aggressive licensing practices that encourage customers to roll out
capabilities to users that they are not yet ready to adopt. However, this practice
can create less of an appreciation for what needs to be done to secure various
elements of the Office 365 platform that are not yet widely used. Given that IT
and security teams are often overworked and understaffed, decision makers
must decide where to prioritize – in many cases, these teams will focus their
security efforts on the most widely used elements of the platform and give
secondary priority to those that are less commonly used. This, despite the fact
that lesser-used applications can still create a significant security vulnerability.

….only about
one in eight
organizations
considers that
they have
“excellent”
visibility into
the various
cloud
applications
that are used in
their
organizations…

Underscoring the idea of inadequate appreciation for the need to secure various
types of cloud applications that are in use is the data in Figure 3. This survey
data demonstrates the somewhat inadequate visibility that many organizations
have into their sanctioned and unsanctioned cloud applications: only about one
in eight organizations considers that they have “excellent” visibility into the
various cloud applications that are used in their organizations, while roughly twothirds have “good” visibility, but there is definite room for improvement.
Somewhat alarmingly, three percent of organizations reported that they have
little or no visibility into the cloud applications in use.
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Figure 3
Visibility in the Sanctioned and Unsanctioned Cloud Applications Used in
Organizations’ Environments

Source: Osterman Research, Inc.

•

There are some impediments to the adoption of Office 365
Our research discovered that there are numerous impediments to the use of
Office 365 in many organizations. Chief among the various barriers to the use of
Office 365 are a lack of IT resources necessary to support the rollout of the
platform among nearly one-half of those surveyed, as show in Figure 4. Other
barriers include information security concerns with the native security in Office
365, the use of legacy applications that organizations either cannot afford to
migrate to the cloud or that would be difficult to migrate, and a lack of user
awareness of the applications that are available with the Office 365 license.

Figure 4
Impediments to the Use of Office 365

Source: Osterman Research, Inc.
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•

Most decision makers are not aware of Office 365’s limitations
Unlike the adoption of many communications, collaboration or productivity
applications, the decision to implement Office 365 is often a top-down decision
made by an organization’s senior management. IT managers, architects, security
staff and others. IT and security are then charged with “making it work”, often
without the benefit of a deep knowledge of Office 365’s features, functions and
shortcomings.
For example, in a separate survey conducted by Osterman Research during
January 2018, we discovered that 55 percent of the decision makers who made
the decision to implement Office 365 knew its capabilities only at a high level at
the time they opted for the platform, while another 36 percent had some
familiarity with it, and only nine percent had a deep knowledge of what Office
365 could and could not do. By the time of our survey, however, the proportion
of those with deep knowledge of Office 365 had doubled, while those with
“some” familiarity had increased by 50 percent.
In short, the decision to migrate to Office 365 is often made with inadequate
knowledge about the intricacies of the platform’s capabilities, and only after the
platform has been in place for some time do decision makers begin to fully
appreciate where the platform might fall short from the perspective of security
and its other capabilities.

Improving Security is of Paramount
Concern
THERE ARE A NUMBER OF CRITICAL ISSUES TO ADDRESS

Our research found that information security decision makers are concerned about a
wide range of issues, most notably those focused on advanced email threats,
ransomware, zero-day threats, email fraud and spearphishing, among many others,
as shown in Figures 5 and 6.
It is important to note that email-related threats are of substantially greater concern
to these decision makers than are more generalized threats – the mean of the emailrelated threats shown in the figures below is 80 percent compared to 61 percent for
more general threats. However, we believe that the primary reason for the currently
greater emphasis on email threats relative to other threats is because of the emailcentric focus of Office 365 and the continuing heavy use of email for both
communications and file transport in the vast majority of organizations. For example,
Exchange Online is the most widely deployed Office 365 capability in use today and it
will continue to be by early 2019. Moreover, Exchange Online is the most widely used
Office 365 capability today, as well.

….emailrelated threats
are of
substantially
greater concern
to these
decision
makers than
are more
generalized
threats…

We anticipate that as more Office 365 applications become more widely adopted, and
as other, non-email tools are adopted, that security concerns will change.
Consequently, it is essential for organizations to adopt a set of security capabilities
that will protect against the threats of greatest concern today – namely email – but
that will adapt to the non-email-related threats that will undoubtedly become of
greater concern over time.
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Figure 5
Importance of Various Email Security Capabilities
Percentage Responding Important or Extremely Important
Threat
The ability to block advanced threats
The ability to block ransomware attacks
The ability to block zero-day threats
The ability to detect and block email fraud and email
spoofing
The ability to block spearphishing attacks
The ability to remove active content and other
components in an email that might be malicious
The ability to block internal email threats
Support for an outbound email quarantine
The ability to protect the personal email of employees, as
well as enterprise email

%
92%
92%
91%
89%
86%
82%
72%
63%
50%

Source: Osterman Research, Inc.

Figure 6
Importance of Various General Security Capabilities
Percentage Responding Important or Extremely Important
Threat
The ability to detect & block malware or weaponized
documents in OneDrive and SharePoint
Monitor for and block access from compromised accounts
Audit, manage and control privileged access into Office
365 applications
The ability to centrally manage security policies across all
communication channels, both within Office 365 and on
other platforms
Integration points into the existing security ecosystem
(e.g., CASB, web, network access enforcement points) and
protect other cloud apps/legacy systems centrally
The ability to leverage a third-party two-factor
authentication or multi-factor authentication solution
Maintaining control over third-party app access directly to
Office 365 resources
The ability to plug in third party security capabilities to
Office 365
Ability to manage or control access to personal Office 365
accounts

%
81%
80%
71%
57%

54%
53%
52%
52%
47%

Source: Osterman Research, Inc.

MANY CONSIDER THIRD-PARTY SECURITY SOLUTIONS TO
BE SUPERIOR TO OFFICE 365’S NATIVE SECURITY

Our research found that most Office 365-enabled organizations that have adopted
third party security solutions consider that they offer significantly better security than
the native security in Office 365, such as Exchange Online Protection (EOP) or
Advanced Threat Protection (ATP). For example, as shown in Figure 7, 44 percent of
organizations use third party security in conjunction with Office 365 and believe they
are adequately protected, while 15 percent use third party security with Office 365
and believe they are not adequately protected, a differential of about three to one. By
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contrast, 22 percent of those surveyed use Office 365’s native security and believe
they are adequately protected compared to 18 percent using native security and
considering they are not properly protected, a differential of just 1.2 to one.
Figure 7
Current Threat Exposure for Office 365
%
We use third party security for Office 365 and are
confident that our Office 365 security is good enough
We do not use third party security and are confident that
our Office 365 security is good enough
We do not have third party security and are suspecting
that we may be at a risk
We use third party security for Office 365 but feel that it is
still not good enough
We do not have third party security and unfortunately had
already suffered from some breaches/attacks

44%
22%
18%
15%
2%

Source: Osterman Research, Inc.

We want to make it clear that Office 365’s native security capabilities are by no
means poor or inadequate: Microsoft provides extensive security capabilities across
the breadth of Office 365 plans, and offers better security in the most expensive
plans and for additional fees in the lower priced ones. However, Osterman Research
has found that Office 365’s native security capabilities are not as robust or effective
as those from some third parties. For example, while EOP offers a reasonable level of
protection, it does not provide a catch-rate aligned with many third-party solutions.
Improving the performance of EOP requires the addition of custom rules and
configurations that are beyond the skills of many IT teams. Some customers have
reported poor recognition of phishing attempts, including those that impersonate
Microsoft products like Office 365, Outlook and SharePoint, which contain links to
dangerous payloads. Moreover, EOP offers no specific CEO Fraud/Business Email
Compromise detection tool, and first stage-baiting messages are often delivered to
end users who may answer them, thereby allowing a cybercriminal to move to the
next step in their attack. Our research has also found some important deficiencies in
ATP relative to many third party tools.

…. Office 365’s
native security
capabilities are
not as robust or
effective as
those from
some third
parties.

For more information on the specifics of the deficiencies in EOP and ATP, please see
the March 2018 Osterman Research white paper entitled, Supplementing the
Limitations in Office 365 that may be downloaded at
https://www.forcepoint.com/resources/whitepapers/supplementing-limitations-office365.

FEWER ORGANIZATIONS ARE USING THIRD PARTY
SECURITY FOR TIER 2 APPLICATIONS
Our research found that use of the native security tools available with Tier 2
applications is much more common than use of third-party security tools for these
applications, as shown in Figure 8. In fact, while there are a few such applications in
which the use of third-party security is quite common – e.g., DocuSign, Salesforce or
Success Factors – security capabilities beyond those provided natively are more the
exception than the rule. We found that across all of the Tier 2 applications about
which we queried, a mean of 79 percent of organizations are using native security
versus only 43 percent that are using supplementary or substitute security tools.
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Figure 8
Use of Native and/or Third-Party Capabilities in Various
Applications/Solution

Solution
Confluence
JIRA
ADP
Webex
Adobe Creative Cloud
Evernote
Amazon Web Services
Microsoft Azure
Google G Suite
Workday
Box
ServiceNow
NetSuite
Concur
Dropbox
Salesforce
ZenDesk
Success Factors
Slack
DocuSign
AVERAGE

Native
Security
93%
89%
88%
88%
88%
86%
84%
84%
78%
78%
76%
76%
75%
74%
73%
73%
73%
73%
72%
67%
79%

Third-Party
Security
26%
28%
37%
25%
24%
28%
46%
43%
39%
38%
44%
43%
42%
56%
58%
59%
58%
63%
48%
65%
43%

Source: Osterman Research, Inc.

It’s important to note that there are a number of reasons for the relative dearth and
significant levels of disparity in the use of third party security solutions used with Tier
2 applications:
•

Not all of the security capabilities available from these solution providers offer
the same level of protection, and many do not provide CASB-equivalent
capabilities.

•

Many of these solutions are implemented at the departmental level and so may
not receive the security-focused attention as applications that are implemented
by corporate IT.

•

Microsoft’s native security within Office 365 cannot address security for Tier 2
applications, and so additional security capabilities are required to protect these
non-Microsoft applications.

•

As a corollary to the point above, using native security for each Tier 2 application
means managing policy on a per-application basis, which is burdensome and
expensive, particularly for organizations that are facing significant resource
constraints. The sprawl of one security tool per application, combined with the
growing use of cloud applications, is making security management untenable in
the current paradigm.

THERE IS MODERATE CONCERN ABOUT “SHADOW IT”

The research found substantial variation in the degree of concern over “Shadow IT”,
with about one in nine organizations expressing an “extreme” level of concern over
the practice and three percent having little or no concern, as shown in Figure 9. The
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vast majority of organizations express concern about the issue, while many have only
moderate concern about the impact of Shadow IT in their organizations.
The fact that most organizations are not “extremely” concerned about Shadow IT,
despite the fact that it represents an enormous security risk, reflects a couple of
things in our view:
•

Many organizations have implemented security solutions or practices that they
feel may adequately address the use of personally owned/managed devices and
applications. This, despite the fact that many of the solutions in place may not
really provide the level of protection that organizations need.

•

Many IT departments have acquiesced to the idea of Shadow IT and are more
accepting of it than they were just a few years ago – again, despite the fact that
it represents a serious security risk for virtually any organization.

Figure 9
Concerns About “Shadow IT” in the Context of Overall Security Posture

Many IT
departments
have
acquiesced to
the idea of
Shadow IT…
Source: Osterman Research, Inc.

We also found substantial variability among different functions that are using non-IT
deployed cloud applications: IT is the most likely to use Shadow IT and Finance is the
least likely to do so, as shown in Figure 10.
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Figure 10
Extent to Which Various Functions Use Non-IT Deployed Cloud Applications
Percentage Indicating Used Widely or Extensively

Source: Osterman Research, Inc.

When comparing organizations’ concern over Shadow IT with their average likelihood
of using non-IT deployed cloud applications, we found no real correlation between
the two, but we did find a loose connection between the level of concern and the
degree to which Shadow IT impacts an organization. In other words, organizations
that permit/tolerate more use of Shadow IT tend to have greater concern about its
impact.
Clearly, most organizations do not have adequate visibility into all of the sanctioned
and unsanctioned cloud applications that employees use, and so cannot provide the
necessary levels of protection and control that would mitigate security threats arising
from their use. Moreover, the risk across the gamut of cloud applications is not
uniform, and so there is a need to “make the invisible, visible”. Consequently,
decision makers must focus their attention on the areas within the organization that
represent the real and most significant risk with both their sanctioned and
unsanctioned cloud applications. This necessitates the use of Cloud Access Security
Broker (CASB) capabilities so that corporate policies can be applied to the use of
cloud-based tools, whether they are deployed under the auspices of IT or by
individuals.

The Future of Security
MANY USE OR ARE PLANNING TO USE NATIVE OFFICE 365
SECURITY AND THIRD PARTY SOLUTIONS

Our research found that today organizations are varied in their use of security
capabilities within Office 365. As shown in Figure 11, about four in 11 organizations
uses only the native tools provided in Office 365, eight percent use only third-party
solutions, and a plurality use a combination of both. However, by early 2019 these
organizations plan a significant shift away from exclusive use of only native tools,
while nearly two-thirds will use a combination of native and third party tools.
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Figure 11
Current and Planned Use of Security Capabilities within Office 365

Source: Osterman Research, Inc.

Osterman Research strongly favors the use of native Office 365 capabilities in
combination with best-in-class, third party security solutions as the best approach to
managing security for virtually any organization. We base this on the following:
•

Microsoft has done a reasonably good job at offering both basic and more
advanced security via Exchange Online Protection and Advanced Threat
Protection, respectively. However, Osterman Research has analyzed the current
iterations of both solutions in detail and found that they have limitations, and
that some types of threats can still successfully navigate their way through these
native defenses.

•

Understandably, Microsoft’s security focus is squarely on Office 365 applications.
However, most organizations operate both Office 365 and non-Microsoft cloud
applications, and so any security solution must accommodate both. Underscoring
the need for a security strategy that will support multi-cloud environments is a
Rightscale survey that notes that 81 percent of enterprises have a strategy
focused on use of multiple clouds1.

•

Many security solutions simply do a better job than native Office 365 security
solutions for specific types of threats, and so using a combination of both native
and third party tools will provide the best protection possible.

….most
organizations
operate both
Office 365 and
non-Microsoft
cloud
applications,
and so any
security
solution must
accommodate
both.

MOST WANT TO MANAGE OFFICE 365 SECURITY IN
CONJUNCTION WITH TIER 1 AND TIER 2 APPLICATIONS

As shown in Figures 12 and 13, respectively, our research discovered that a majority
of organizations want to manage Office 365 security in conjunction with their other
Tier 1 applications using a common set of security policies, and a plurality want to do
so for their Tier 2 applications. Interestingly, these tendencies will change very little
through early 2019, although a significant proportion of organizations are not yet

1

https://www.rightscale.com/blog/cloud-industry-insights/cloud-computing-trends-2018-statecloud-survey
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sure about which approach they currently or will prefer for their Tier 1 and 2
applications.
Figure 12
Preferences for Management of Office 365 and Tier 1 Application Security

Source: Osterman Research, Inc.

Figure 13
Preferences for Management of Office 365 and Tier 2 Application Security

Source: Osterman Research, Inc.
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Recommended Best Practices
Osterman Research recommends four key best practices for any organization as they
contemplate their security strategy for Office 365 and the other applications used in
their environment:
•

Understand the organization’s current security posture
Given the expanding attack surface that is created by the growing number of
cloud applications in use in most organizations, the posture of “I don’t know
what I don’t know” is dangerous and exposes an organization to a wide and
growing variety of threats. It is essential, therefore, for IT, security, compliance
and other relevant stakeholders to understand all of the current and potential
security gaps that exist. As just one example, while inbound content sent via
email or delivered into SharePoint may be adequately protected by native Office
365 security, the same content delivered through Dropbox or Salesforce may not
be. Consequently, decision makers must understand every solution that is used
across the enterprise, anticipate what might be used, and implement the
appropriate security solutions to address threats that may be used as avenues
for attack.
An important component of this process is understanding not only the current
security posture, but also discovering where all corporate data resides. In a
multi-cloud environment, data can exist in a large number of repositories in the
cloud and even on-premises. Given that most organizations have unsanctioned
cloud applications in use, some data may reside in repositories to which IT or
others have no access – an employee who leaves the company, for example,
could put an organization at risk of a security or compliance violation.

•

Understand Office 365’s security capabilities and limitations
Similarly, it is essential to understand the details of what Office 365 will and will
not do, and not merely at the “check box” level. Knowing that Office 365 offers
“advanced threat protection” is not adequate – decision makers must understand
at a very granular level what that entails. For example, in the context of domain
spoofing, Office 365 does not properly manage near matches of domains that
look or sound similar to the organization's domain (e.g., rnicrosoft.com vs.
microsoft.com). Without additional Microsoft cloud services, native Office 365
security will struggle to identify fraudulent email messages that have been sent
by compromised internal accounts. Decision makers must not only understand
these limitations, but also identify areas in which third-party tools might
supplement or replace native Office 365 capabilities.

•

Understand how third party solutions can be better
It is essential to understand where and how third-party solutions can be used not
only to improve the security posture for Office 365, but also for the various other
cloud-based solutions that are or will be used in the organization. Decision
makers must do a deep dive on the specific capabilities for third-party solutions
to identify which ones can serve as replacements for native Office 365
capabilities (while providing the added benefit of enabling security for nonMicrosoft solutions in multi-cloud environments), and which should be used to
supplement Microsoft’s offerings. It is also important to note that a combination
of less expensive Office 365 plans in combination with third-party security
solutions may actually be less expensive than using more expensive plans.

…. the posture
of “I don’t
know what I
don’t know” is
dangerous and
exposes an
organization to
a wide and
growing variety
of threats.

An important issue that larger organizations must address is the use of hybrid
capabilities in which on-premises and cloud-based solutions will be used in
conjunction with one another. For example, many organizations continue to use
legacy, on-premises applications even after Office 365 has been adopted, either
because these applications are too expensive to re-write for the cloud, or
because bandwidth or other efficiencies can be realized by keeping them onpremises. Even in Microsoft environments, some users may “officially” be using
Office 365, but actually still using on-premises Exchange – Osterman Research is
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aware of a significant number of instances in which Office 365 has been sold into
an organization, but Exchange Server licenses continue to be provided at no
charge to enable continued use of the existing on-premises mail platform.
•

Carefully evaluate vendors
Perhaps the most difficult activity for decision makers will be evaluating vendors
of solutions that will either supplement or replace native Office 365 capabilities.
The large and growing number of vendors offering various approaches to email
and non-email security results in a number of important questions for decision
makers, such as:
o

Should we implement best-of-breed tools from various vendors or go with a
suite approach from just one vendor?

o

Will Microsoft’s roadmap for security be adequate to address our current and
near-future requirements or must we evaluate third party solutions?

o

How quickly will vendors be able to address changes across the large and
growing number of cloud solutions we have in use?

o

What level of granularity do we need and will we need in the context of
managing security using a CASB approach (e.g., blocking specific services on
a granular level versus controlling them)?

o

How do vendors compare with regard to false positives and false negatives
in identifying threats?

o

How dependent should we/will we be on Microsoft technologies (e.g., Active
Directory) for our security management?

o

Will new security vendors “play nice” with the existing security solutions in
our infrastructure that have not yet reached end of life, such as SIEMs and
DLP solutions?

o

How well will vendors deal with threats we have not yet considered?

o

How well do vendors that store our data protect it from compromise?

In short, the decision of which vendor(s) to use is not easy, but essential in order
to provide the maximum protection for an organization’s information and
financial assets.

Summary and Conclusions
Office 365 is (mostly) an unqualified success for Microsoft and it has become the de
facto standard for business email and collaboration. However, it has a number of
important security limitations that decision makers must understand, particularly in
the increasingly common scenario of multi-cloud environments. Consequently,
decision makers must thoroughly understand their current and future security
posture, where native Office 365 capabilities fall short, and where third-party
solutions must be used to mitigate the risk of security and compliance deficiencies.
Osterman Research conducted a survey with 127 qualified members of the Osterman
Research survey panel on behalf of Forcepoint in January 2018. The mean number of
employees and email users at the organizations surveyed was 16,782 and 21,547,
respectively.
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About Forcepoint
Forcepoint is the global human-centric cybersecurity company transforming the digital
enterprise by continuously adapting security response to the dynamic risk posed by
individual users and machines. The Forcepoint Human Point system delivers RiskAdaptive Protection to continuously ensure trusted use of data and systems. Based in
Austin, Texas, Forcepoint protects the human point for thousands of enterprise and
government customers in more than 150 countries. www.forcepoint.com.
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